
Cyber Threat Landscape 

of 2021
Dr Erdal Ozkaya



Dr. Erdal Ozkaya 
Regional CISO 

• Master of IT Security, 

• Master of Computing Research,

• MCT, MCSE, ISO27001, ISO30000, 
CEH, C|CISO…

• Author of many Security 
Certifications Courseware

• Researcher @ Australian Charles 
Sturt University  



My Books 



K
e
e
p

 i
n

 T
o

u
ch @Erdal_Ozkaya 

Dr Erdal Ozkaya

www.ErdalOzkaya.com

@drerdalozkaya

https://www.youtube.com/erdalozkaya



Tweet & Subscribe to win

@Erdal_Ozkaya





Corona Virus 
COVID-19







THEN NOW



THEN NOW



Remote 
Work

The way we work



The way we attend conferences 











There are two types of organizations.

Those who realize they’ve been hacked.

Those who haven’t yet realized they’ve been hacked.



Will 2021 be Sunny in terms of Cybersecurity ?





2020 Cybersecurity Rewind
Quick highlights on what happened ?
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Ransomware 



The Evolution of Ransomware
• Ransomware is a growing problem for organizations of every size with the numbers of attacks 

and the money spent to clean up the damage on the rise. 

• The origins of ransomware attacks trace back to the 1980s when malicious actors used floppy 
disks to install malware on unsuspecting victims at Healthcare industry 

• In 2016 Wanna cry – Eternal Blue : Is known as “reborn of the Ransomware attacks” which 
was followed by NoPetya, BadRabbit, Robin Hood,

• Ransomware creators are getting more sophisticated in how they infect systems, avoid 
detection and foil decryption efforts :

• Sodin (okibi) ransomware as one example –, it can burrow deep into a system to elevate 
privileges by planting itself in CPU architecture. This makes it much harder to detect and, 
therefore, less likely to be removed.

• Recent big Ransoms payers :

• Garmin , Carlson Wagonlit Travel (July 2020) Lion Breweries, Travelex …

• Solution : Tested Backups, Structured, Regular Updates, 

Defense in Depth Strategy, Cyber Hygiene, Least Privilege ,





COVID related Domains 
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Never ending attacks 





Cybersecurity Facts and Figures in 2020

• A cyberattack occurs every 39 seconds
• Cybercrime costs the global economy around $445 billion per year
• Globally, 30,000 websites are hacked daily
• Over 4,000 ransomware attacks take place around the world daily.( %363)
• 23,000 DDoS attacks are happening somewhere on the internet every 24 hours.
• The average life cycle of a data breach is about 11 months.
• $64.2 billion was spent in 2019 on managed security services
• Mobile malware variation has increased by 54 percent
• 94 Percent of malware arrives via email
• Nearly $1.5 billion is lost to phishing each year
• Social Engineering is still TOP trending 
• 99.9 percent of all mobile malware comes from

third-party app stores





⚫ Ransomware attacks will stay in headlines

⚫ State-sponsored hacking will rise 

⚫ Remote workers will be the focus of 

cybercriminals through 2021.

⚫ Don’t ignore your IoT devices…

⚫ Social engineered attacks will get more complex

⚫ 5G , its new its complex = Its attractive for Hackers.

⚫ Expect “cloud related attacks”

⚫ Expect “financial sector attacks ”

⚫ AI will be used not just by the “good guys”











The Importance of



Threat intelligence is data that is 
collected, processed, and analyzed to 
understand a threat actor’s motives, 
targets, and attack behaviors. Threat 
intelligence enables us to make faster, 
more informed, data-backed security 
decisions and change their behavior 
from reactive to proactive in the fight 
against threat actors.



Advanced persistent 
threats (APTs) and 
defenders are constantly 
trying to outsmart each 
other. Organizations want to 
know the adversary’s next 
moves so they can 
proactively adapt their 
defenses and anticipate 
future attacks.



Internal threat intelligence
The information that an organization’s security and operations teams 

have from previous experiences with vulnerabilities, malware incidents 

and data breaches. This information, if properly documented, can 

provide the business with some meaningful content on how their 

enterprise networks were compromised and if there were any 

recurring methodologies that worked against the

Can be collected in some type of log management

System or SIEM. It can provide invaluable insight
into security gaps that can be remediated.



External threat 
intelligence

• Besides internal sources, organizations 
will typically subscribe to multiple external 
CTI data sources. 

• Some of these sources are digital data 
feeds incorporated as a module, or service 
directly into security endpoint solutions or 
deployed assets like firewalls and security 
gateways. 

• Other sources will be in a report format, 
available through email or a CTI portal





• Outsource Your Dark Web Intel –

Focus on Analysis –

Link Intel to Business Impact –

People, Process, Technology –



“Knowing the Threat Actors will help you build a 
better cyber strategy. Knowing your weakness will 
strengthen  your defense. Knowing your Technology 
will empower you.  Knowing your threat actors 
together with your weaknesses and the technology 
will master your defense “

Dr Erdal Ozkaya



You can't defeat the 

threats of the present 

with tools from past 
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ASSUME

BREACH 



Thank you!

Dankie Shukran Blagodaria

Danke

Köszönöm Grazie

Paldies

Obrigado Спасибо

Kop khun Diolch



K
e
e
p

 i
n

 T
o

u
ch @Erdal_Ozkaya 

Dr Erdal Ozkaya

www.ErdalOzkaya.com

@drerdalozkaya

https://www.youtube.com/erdalozkaya


