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How ready is your 
organization?

“There are two types of companies: those who have been hacked, and 
those who don’t yet know they have been hacked.”

– John Chambers, Former CEO of Cisco 



On the 

Agenda 1. How Hackers are getting in

2. Why Hackers are getting in

3. How to get started with cybersecurity

4. Q&A



Need help? Call 1-844-CYOLOGY



•Report card audit

•Penetration testing

•Phishing and Training Platform 

•Monitoring service

•Incident response

•Virtual CISO

•DarkWeb Monitoring  (NEW)

How we help our clients





On the 

Agenda 1. How a whopping 78% of small businesses are being 

targeted by cyber criminals.

2. Why %60 of Small to Medium Businesses Fold Within 

6 Months of a Cyber Attack.

3. What the best cybersecurity experts know that 

you don’t.

3 Core Secrets



State of Cybersecurity when it comes to most companies

1. Phishing / Spear Phishing attacks 

2. Ransomware

3. Cloud storage

4. Attacks affecting websites

5. Compromised, Lost and stolen devices (BYOD)

6. Failed Understanding of InfoSec and Cyber Risk (Training)

7. Poor response

8. Employees

9. Outdated software

10. Stolen passwords (772 Million email / passwords stolen)









Statistics



How are you getting 
hacked?



Cyology Labs’ General Notice - Disclaimer
• Terry Cutler provided these tools for educational use. They are not authored by Terry Cutler or Cyology Labs and in many cases 

are submitted by the security community. While every reasonable effort is made to ensure that these programs do what is 
claimed, Terry Cutler or Cyology Labs will not be held accountable for any damage or distress caused by the proper or improper 
usage of these materials, and makes no guarantee in regards to their operation or suitability for any specific purpose.

• This CD-ROM is for Research and Educational Purposes only. The primary intent of this CD-ROM is to provide the user with 
hard to find content for Research or Self Education relevant to network security and various protection methods and their intrinsic 
flaws by demonstrating exploit methods and techniques used to circumvent them. We hope that you are better aware of the 
danger that lurk out in society today and learn how to protect yourself with the knowledge you are about to learn. In continuing 
you automatically accept that you are going to use this information only for Educational and Research purposes.

• While possession of information or programs included on this CD-ROM violates no laws, actually using or implementing some of 
the programs or content on this CD-ROM may violate Federal Law. For this reason the user is instructed not to use any of the 
programs or content on this CD-ROM which may violate any Laws or infringe on the Copyright protection of others. We provide 
them for educational purposes only.



Various Phases, Types of Attacks 
and Hacktivism

• Phase 1 
• Reconnaissance / Footprinting refers to the 

preparatory phase where an attacker seeks to 
gather as much information as possible about a 
target of evaluation prior to launching an attack. 
It involves network scanning either external or 
internal without authorization

• Business Risk – ‘Notable’ – Generally noted as a 
"rattling the door knobs" to see if someone is 
watching and  responding. Could be future point 
of return when noted  for ease of entry for an 
attack when more is known on a broad scale 
about the target.

• Techniques
• Open source search,

•  Whois, Web interface to whois,

•  ARIN whois

•  DNS zone transfer



What we want to find out

• What the company is

• What they specialize in

• Where they are based

• Who are the employees

• Who their ISP is

• What their IP block is

• Who handles their websites

• What equipment they have in use

• Who their vendors are

• Everything, Everything, Everything 



Wi-Fi Pineapple Nano



TOP 20 FINANCIAL ACCOUNTING FIRMS IN UAE

1. Intuit Management Consultancy
2. A and A Associate L.L.C
3. N R Doshi & Partners
4. Escrow Consulting Group
5. Paul & Hassan Chartered Accountants
6. CreativeZone Tax & Accounting
7. Ethics Plus Public Accountants
8. Kudos PRS Chartered Accountants
9. MMK A&A 

10. Alpha Equity Management Consultancy

11. FNH Accounting & Bookkeeping LLC 
12. Accely
13. Cross Link International
14. iSolve Technologies
15. KBA Accounting and Bookkeeping 

Services LLC
16. Confidant Global 
17. PwC
18. Deloitte 
19. KPMG
20. BDO



What does your card say about you?



Open Source Intelligence



Open Source 
Intelligence





About BlueSun

• About Us
BlueSun is the industry leader in providing software to financial services clients 
across North America

• Accountabilities:

Internal Systems Management
- Manage and maintain VMware virtual infrastructure
- Ensure all Windows based virtual machines are kept up-to-date
- Manage SharePoint deployment
- Ensure all systems are hardened and secured
- Ensure backups complete successfully and are taken offsite daily
- Maintain internal peripherals such as printers
- Manage relationship with 3rd party VOIP provider
- Manage relationship with 3rd party Exchange email provider
- Manage domain controller including Active Directory, DNS and DHCP
- Manage networking equipment including switches and firewall
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Bluesun (Cont)

• Internal User Support
• Manage all IT requests coming from 30+ staff members

• Datacenter Operations
• Manage and maintain mission critical private cloud VMware infrastructure that runs our SAAS 

based product offerings
• Work with datacenter provider for any firewall / switch related changes
• Manage and maintain datacenter monitoring tool. Take appropriate action on all alerts that are 

triggered
• Manage and maintain Disaster Recovery VMware infrastructure. Work with clients and internal 

staff members to update and maintain Disaster Recovery strategies
• Work with 3rd party vendors to perform penetration testing against all web facing systems
• Work with auditors and internal staff members to achieve and maintain PCI compliance

• Skills
• Good knowledge of Windows based operating systems including Server 2003/2008/2012 and 

Windows XP/7/8
• Good knowledge of SQL Server 2005/2008/2012
• Good knowledge of Active Directory, DNS and DHCP
• Strong security sense 



Information Gathering Methodology 



Information Gathering



Information Gathering



Archive.org – Way Back Machine

The web NEVER forgets !



Various Phases, Types of Attacks and Hacktivism

Phase 2 

• Scanning refers to a preattack phase when the hacker scans the 
network with specific information gathered during reconnaissance.

• Business Risk – ‘High’ – Hackers have to get a single point of entry to 
launch an attack and could be point of exploit when vulnerability of 
the system is detected. 

• Scanning can include use of dialers, port scanners, network mapping, 
sweeping, vulnerability scanners etc.

•Techniques
• Ping sweep

• TCP/UDP port scan - NMAP

• OS Detection



Scanning…





Various Phases, Types of Attacks and Hacktivism

Phase 3

•Gaining Access refers to the true attack phase. The hacker 
exploits the system.

• The exploit can occur over a LAN, locally, Internet, offline, as a deception or theft. Examples 
include stack-based buffer overflows, denial of service, session hijacking, password filtering etc.

• Influencing factors include architecture and configuration of target system, skill level of the 
perpetrator and initial level of access obtained.

• Business Risk – ‘Highest’ The hacker can gain access at operating system level, application level 
or network level.

•Techniques
• List user accounts,   scanned passports, digital signature, List file shares,   Identify 

applications



Types of Passwords

• Passwords that contain only letters
• HIJKLMNO

• Passwords that contain only numbers
• 758904

• Passwords that contain only special characters
• $@$!()

• Passwords that contain letters and numbers
• ax1500g

• Passwords that contain only letters and special characters
• m@roon$

• Passwords that contain only special characters and

• Numbers
• @$47$

• Passwords that contain letters, special characters, and Numbers
• E1n@8$



How to create a strong 
password

I had a great day at work 2021!



How to create a strong password

IHadAGreatDayAtWork2021!



How to create a strong password

IH@d@Gre@tD@y@tW0rk2021!



Pass the Hash 



2 Step Verification



Port Out Scam



Port Out Scam



















www.cyologylabs.com/darkweb



Social Engineering

Social engineering, in the context of information security, refers 
to psychological manipulation of people into performing actions or 
divulging confidential information



Social Engineering Example 1



Social Engineering Example 2



Social Engineering Example 3

• Attendee tweeted about the conference 2 nights before
• Performed recon on her and her company
• Found out she works for a professional services company
• Required to enter their time (Submit timesheets)



Social Engineering Example 2



Social Engineering Example 2



Social Engineering Example 2



Social Engineering Example 2



Social Engineering Example 2



Social Engineering Example 2



Behavior blending: Look normal

www.kr0n0s.com
www.kroonos.com
www.macgill.com
www.mcgi11.com
www.det0urgold.com 
www.nefflix.com



Social Engineering Example 2



Various Phases, Types of Attacks 
and Hacktivism

Phase 4

•Maintaining Access refers to the phase when the hacker 
tries to retain his ‘ownership’ of the system.

• The hacker has exploited a vulnerability and can tamper and compromise the system.

• Sometimes, hackers harden the system from other hackers as well (to own the system) by 
securing their exclusive access with Backdoors, RootKits, Trojans and Trojan horse Backdoors.

• Hackers can upload, download or manipulate data / applications / configurations on the ‘owned’ 
system.

•Techniques
• Rootkits

• Trojans



Various Phases, Types of Attacks 
and Hacktivism

Phase 5

•Covering Tracks refers to the activities undertaken by the 
hacker to extend his misuse of the system without being 
detected.

• Reasons include need for prolonged stay, continued use of resources, removing evidence of 
hacking, avoiding legal action etc.

• Examples include Steganography, tunneling, altering log files etc.

• Hackers can remain undetected for long periods or use this phase to start a fresh 
reconnaissance to a related target system.

•Techniques
• Clear logs
• Hide tools



The World of Security Is Changing Every Day!

When we objectively look 
at information security 

today, it is easy to see that 
many of the various 

techniques we use for 
defense are somewhere 

between not working and 
barely working at all. 

– 
Terry Cutler,

Founder & Ethical Hacker



Verizon Data Breach Investigations 
Report



Why Hackers are getting in
Even if we’ve spent more money on security



Physical Security Controls
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Alarm System

Motion Detection

Crime Watch

Monitoring

Dog

Gun

Police
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• Firewalls
• Passwords
• Encryption

Traditional Network Security
Is failing in most cases...



• Nearly every company has Malware
• 250,000 Zombies Created Daily
• Cybercrime is a Trillion Dollar Industry

Traditional Network Security



Protection Detection Response

Administrative Security Policy Disaster Recovery 
Plan

Technical Events

Physical Locks on Data 
Center



How Do We Get Started?



Get a cyber assessment done on your organization



Create a Proactive Security Program

1. Understand What You Are Protecting
a) ****Problems*****
b) New IT guys take over from past techs and don’t know 

where anything is including the data
c) Don’t have the Install CDs

2. Understand Your Third-Party Ecosystem

a) It’s estimated that 59% of organizations have 
experienced breaches caused by third parties

b) know who has access to your network and what data 
and services they provide



Create a Proactive Security Program

3. Understand Your People and Processes
a) ****Problems*****
b) Techs like to get you back up and running fast and 

will destroy forensic evidences that could help you 
avoid another incident

4. Test, Test, and Test Again

b) Just meeting minimum requirements isn’t enough
c) Testing your security controls and making 

continuous improvements and enhancements 
ensures that you’re staying up to date and are well 
prepared for anything that could come up in the 
future



Here’s What An Audit 
would Look Like

Special UAEIAA Offer



Sample Reports Cyology Labs Offers
What you’ll get 









































Gold Package Special Offer
What you’ll get 

• Simplified Report Card style audit
• Detailed Risk Report with Dark Web scan
• Full Detailed Report Identifying Issues
• BONUS: Exported as Excel for Faster Triage
• BONUS: Prioritized Management plan
• Phone discuss with a Cyologist to 
     explain the reports

($497 Value)
($997 Value)
($1,197 Value)
($1,197 Value)
($1,197 Value)
($   297 Value)

Total Value $5,382



Get Started NOW for Just

$3,997USD 
Today

Get Started Now www.cyologylabs.com/reportcard 

Promo code UAEIAA

http://www.cyologylabs.com/reportcard


Do you have 
any questions?

Terry  Cutler
1-844-CYOLOGY
Tcutler@CyologyLabs.com

Scan me 
and connect 


